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The X-factor in Integration

incompatible control technologies have long plagued improvements in operational efficiency and cost
reduction of security and other building systems. Peter Manolescue suggesis that XML technology
provides true integration via the IT nelwork

BFROYING THE PERFORMARCE of an organization's

fiend aaseta and ancillary aporstiona whilat

controlling and redissing their cost has & simple
snd powardul appeal. The reality can oftan be
massy and seamingly intcherent. Senior
maragamant will gladly rid thamsabes of non-
coro distractiona. The promise of cost reductians
rabag The icdegs sven rend gttraciiee but the FR
can b left with a rag-bag of people, contracts
and syEtams thal hava [us! grown oer Ihe years
- e oMo 1he company when the nead arcees
vwilh ng master plan, ¥ organicaticns oowkd start
with & claan shaet of papar, it is unlikely they
would specity what axiss 1oday, Complata
redesign is usually cut of the guestion. Even if
much af the capital squipmant nas baan
cormpletoly deprociotod, tho Foct that it s6ill works
is proof anough to tha financial directar that
ihare 14 lithla nead for change oF replacement. So
after outsourcing, supply contract renagotiation
and Drocess impeoyvansent whara 1o look for
savinga, eperationsl imgrevement and increnasd
@ity withan® major investment?

Teday's security installations {intresion, fina
access conbrol ard CCTV) ars typical of the ad-
hoo appraach to installing bullding systams,
Fiping for sprnklares far fire syvetems must ba
plannad asrly in bullding design. So fine
datection and suppression are ussally installed at
an inatial s1age by the developer along with basic
wiilinas and HYAC, Intrusion detaction usually
comas aftor building purchose, but multi-tenant
fucilities can croate eanflicting raquirmrrsane:
leading 10 delays and incompatibilities, Specific
organizaticnal concerns define the meed for
pocess comral and COTW systerms. A wisit bo 2
contral cabingt o caling »aid will prasent a
mish-mash of wires and cables, =1 installed A2
cifferant times by differant companies; aviderce
of the ‘problem-saluwtion’ thinking that
characiarizas the most comman ppreesh to
systemas in buildings

Coherent planning

The big problam wilh panning is v ko s
what tomarrow's requiramiants wall ba.
Crganisational flexibility I8 the key seguiremen.
EH;H lments may move, menge or -e'isﬂppcar at
short notica, Mew facilities such as call canires
may be feguinsd in just a few weeks I security
dopan't ketp up, #1108 may Ba oxpesad 10
unnecessary risks that can slow ar stop
opamteong Once ol Lif, S¢slamE mdny nol wark
togéther aperationaly. Sdarms naed chackng
and wartying, Much vausble tirme can be
wantod working out which camern covers thie

anga in question. Urkass Svalame ar imagratad,
sxpenarsg, arror-prong humans mus: il the
paps

Aftar many wears those two problams of
flaxibility and integration are baing rasalved in
tie IT industry with a bold new initistive - Wab
Sarvicas, All majer players sauch a8 Microsoft,
1BM, Sun and Dracle have agreed on standarcs
far ayatarm ivegration ad interoperabiity. 'Web
Services ame based on a relatively simpla
technology: called eXiensible Markup Language
[XMALY. Your web browser uses Hypertexl
Markup Lamgupge (HTRNLE, Treg allows
computers fo 1alk to humans., XML 5 a
devglopmant that anables compuiars [0 18k (o
aach othear.

The technology ks now well developed and
sipgortad. DASIS, an indestry wade, ned-For-
prodis grganization Pwanwoasis-openorgl, is
responsible for commalling and deveboping
standards, which are adhened to by 2l the major
IT companiss. Intercgarabelity with building
cantrel pracoecls such me BACKey and Lon'Warks
% undar way. The Conlinental Auvtomated
Building Associaton {wwwwcaba.org) It satting up
a commities (o spresd hl'll:lwll‘.'l'.'lge of this
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then grests her gues! parsonally and sctivates
the barrier from a manu on tha phone, The
scsess conbol sysiem logs the image of the
giuaat, hig datsile, tima of antry snd atamatically
rizd the car registration number, His exit details
ara alen logged whan he laaves. Il & wigitor is
srll prasant aler the narmal hours of businsis,
the hiost & Contacipd (o obilain avihorizagign oF &
pasurty afficer is notified,

Al this is possibie because systems
IFTIErCpa B by !Eﬂd:ﬂﬂ ML MEcadnan 42 LT
thadr Wed Servicd wrappers. By awtormating
rmuch of the oparations, fewar s1all are nesded
on site and & resmote operalor Can suUperviss &
number of buikdings vis the Intermet

IT network

To realize thase benafite secunty ayaeme Mt
s artached 1o, and intéroparate with, the IT
nptwork, Mo IT directos will allow devices and
Lyslama 1o e connactad to his nabwark
indigcriminetely: the organization’s wital deta =
Tond IFARGFTAAT 1o B oorrpromiged] Moveaver
Seourty is now the numbagr one isswsa in most T
deparimanis. A lerge proportion of aiiscks on
cyporata [T gysiems onginate fram within the
organization SO Mmanagers should welcoms the
appartunity to integrate their compauter securty
with tha physical protection systems. IT diretiars
will alsg walcome Syabems based an XML as
their managemen: tools and axperience ane

instanthy sppbcable.

g I RN I Aong HWF-EII}E lhair natsyorks fram
10 Mbgs {Megabits per secondl 10 100 or 1000
Mbgs, the Srigingl wiring can ba re-usod for
building automation IFVALC, kghiing ech and
sacLrity. This rmakes sanse especially if the
telephone system is also digiized wsirg woica
gyt 1P [WglP] ard saol diwn The same wing, A5
a racult the numbar of difforent cobles anoking
throwgh a l]ﬂ.l-l'ljil'lﬂ 5 grestly radeced. Thosa that
ramain all use the sarme technolagy which
simplifies maintenaice and spase pars.

An additional beeeli is the sess with which
such @ bullding can ba altered or resonfigu red,
Organiations nesd to adapt quickly 1o changing
market conditions and this applies 1o facilities &
rmasch B8 ORQANIZALIGNE] STruciures. MNow
depadiiments have Lo be planned in days no
manthe. Indoed the trend ic moro to virtual
depanmants with members sited on differart
comlinans Cnly computerized systems can copa
wilh tha resullong flux anc Comphe sy

By specifying sysberms that are based on Web
Services and XML, incdition managon: will o
fraed frarm eithar the tyranny of buying fram ane
supplier to guarantea interoperability or tha
ci¥igation to chopee belvwean intompatibla
control tschnaobopgias. Instaad, besl of biesd can
ba pursugd, 8ate in the Endedadge thas it will all
wiark topether, ineroperating with what already
axigts and easlly sdapting to 80 unpradiciable
Tutwang.
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# Peier Manolescue |s senlor
cortultant of seourityMIL
Limited {wanssecuritysmi comd
that provides eonsultancy and
practical advice to demonsirate
hewe XMIL-techaolbagy can play
an essontial rols in integrating
and artomating security
{patures within the built
envirgnmant
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technology.

Surprisingly, XML ks not so difficuit for
ofdindry poaple 1 wndiratind, For axtmpla an
acorss control system might send the masaage
<requast_io_anter door="front ID="238953" .
Apart from one or two cdd symbols, the
magning is pertactly clear. This 8 Decauss ha
nama of the informetion s well pa ts value &
annl, Compared [o classic coaresl sagpnala, XL
Mmessages are somewhal longer. This is not a
pribdam for the striectured Ethermed cabling
faund in almost every building tedng for
oomputer networking. A8 8 reault wee gel anothes
Bamedin, Instesd of cahlng vy system
individually, thay can all be aftached 10 the
building's Ethernat “narnous syatent’. Mot anly
does this reduce cos and nstallation time bt
recanfiguration for oparational changs is & =nap

Integration
WiE canavan g0 ong S18ge furher 8nd dissensa
with cables all togather. Wiireless networks that
O CRITEITET SEEEma Sam ok (s ag wall
Tar security and other building artomation
systems. Of course messages mus! be encrypied
RO e Bﬂvﬂﬂfﬂﬂ-ﬂlﬂﬂ and H.ll!‘#m Bt st
wirgless IT systems come aut of the box with all
EFu MRERRAry Prolectiong,

Sor howr can XML 1echnglogy halp to intagrte
current and future svsterms? The arswer comas
again fram IT in the form of Weh Services. (T

dapanmsents face & similsr problem 1o the
Taciities Manager - sy do you make diffarant
wyatams, bought at different times from differsem
ETHTIDAT 8L (it wirking an wery differant
technologyl work together? The answer is to
wrap each one in 8 Wab Service and make tham
1k to &ach cther and to browser-based conirg!
poend, udoidg MML Awdssages Al lang as wa
defing thete messagaes ina Sandard way, aach
SYEIRM Can Communicate in & common [enguape
and because Drowsasrs undestand XML, e can
cantrol systems from ampwhara, aven a confinent
any, via tha Intarmat,

What are the immediate benefils of baging
gygtama on XML? A0 present most lage building
systems terminate in 2 controll room within the
buikding itsall, An aparator wall s at a consale
checking on the culpul of sensors all over the
facikty. Individual eystems will be avlomated but
ﬂDB’-ltiﬂlﬂ- BCFOES BYBIAME FégLsre heman
intansantion. For axample, the visitor's mrking
inbercom must ba answarad at ragular intervals;
namses Clhecked againeg 100 ay's I“'E'l,'.iﬁilEI'. ia]-}
vigitor's host infermed end the bermies conteal
potivated, Human baings are necassany 1o link
o Sy slam bo mnathar.

Mowe introduce Web Services. '\Whan tha hoss
inyiles lie visilon, 508 sends an eniry code
laroparly ancryplad by o-rmaid, At tha baedior Tho
vigatar 1aps in the code. 4 camera then sends an
image of the guest, along with an XML alart, 10
1he orosweer of the kowt's mobile phone, She




